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Our simulation platform
• Overview

• Dataset generation

• System introduction

• FedAvg example
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Our simulation platform

Overview
• Currently, 1.9k stars, 369 forks

• 39 traditional FL (tFL) and personalized FL (pFL) algorithms, 3 scenarios, and 24 datasets.

• Record the GPU memory usage for the model

• Differential privacy
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Our simulation platform

Baselines
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Our simulation platform

Baselines
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Our simulation platform

Datasets



8

Our simulation platform

Datasets
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Our simulation platform

Models
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Our simulation platform

Installation
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Our simulation platform

Dataset
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Our simulation platform

Execution
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Our simulation platform

Top-down
• Server: Aggregate, Send, Receive, Evaluate

• Add

• Client: Train, Receive, Send

• Dataset

• Model

• Optimizer



Hands-on algorithms
• MOON

• FedDyn

• KT-pFL

• FedMA
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MOON
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MOON algorithm

Observation 

• The global  model trained on a whole dataset 
can learn a better representation than the 
local model trained on a skewed  subset.

• Propose model-contrastive learning (MOON), 
which corrects the local updates by 
maximizing  the  agreement  of  
representation  learned  by  the  current local 
model and the representation learned by the  
global model.
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MOON algorithm

Contrastive learning

• The key  idea of contrastive learning is to reduce the distance between the representations of 
different augmented views of  the same image (i.e., positive pairs), and increase the distance 
between the representations of augmented views of  different images (i.e., negative pairs)
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MOON algorithm

MOON

• Global representation

• Local representation 

• Current representation

•  
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MOON algorithm

MOON



FedDyn
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FedDyn algorithm

Intuition

• Training  models on local data that minimize local empirical loss appears to be meaningful, but  
yet, doing so is fundamentally inconsistent with minimizing the global empirical loss.

• Dynamically modify the device objective with a penalty term so that, in the limit, when model  
parameters converge, they do so to stationary points of the global empirical loss.
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FedDyn algorithm

FedDyn
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FedDyn algorithm

Analysis

• The first order condition

• If local device models converge, they converge to the server model,  and the convergence 
point is a stationary point of the global loss.



KT-pFL
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KT-pFL algorithm

Intuition

• Main idea is to allow each client to maintain  a personalized soft prediction at the server that 
can be updated by a linear combination of all  clients  local soft predictions using a knowledge 
coefficient matrix.

• Regardless of model structures
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KT-pFL algorithm

Knowledge Distillation (KD)

• Transfer knowledge from well-learned teacher model to student model
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KT-pFL algorithm

Knowledge Distillation (KD)

• Classification 
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KT-pFL algorithm

Knowledge Distillation (KD)

• Response-based KD
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KT-pFL algorithm

KT-pFL

• Objective 
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KT-pFL algorithm

KT-pFL

• Personalized loss function
•  Kullback–Leibler (KL) Divergence

• ��� is the knowledge coefficient which is used to estimate the contribution from client m to n.

• �(�� ,  �)  can be deemed to be a soft prediction of the client n
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KT-pFL algorithm

KT-pFL

• Knowledge coefficient matrix
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KT-pFL algorithm

KT-pFL

• Objective 
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KT-pFL algorithm

KT-pFL

• Training 
• Update w

• Local Training

• Distillation

• Update c
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KT-pFL algorithm

KT-pFL
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KT-pFL algorithm

KT-pFL

• Illustration  



FedMA
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FedMA algorithm

Permutation invariance

y

 w1                                w2
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FedMA algorithm

Permutation invariance （fully-connected (FC) layer)
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FedMA algorithm

Permutation invariance （fully-connected (FC) layer)
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FedMA algorithm

Permutation invariance （fully-connected (FC) layer)

Aggregation

Client A:

Solution:

Client B:
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FedMA algorithm

Permutation invariance （FCs)

Simple FCs:

Deep FCs:
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FedMA algorithm

Permutation invariance （FCs)
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FedMA algorithm

Permutation invariance （CNN)

CNN :

FC :
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FedMA algorithm

Permutation invariance （recall)

Aggregation

Client A:

Solution:

Client B:
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FedMA algorithm

Matched averaging formulation
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FedMA algorithm

Matched averaging formulation
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

Aggregation
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

Aggregation
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)



Advanced algorithms
• SageFlow

• FLChain

• FAIR
03



SageFlow
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Sageflow algorithm

Stragglers: slow devices

• Keep waiting: slow down the overall process

• Drop out: important data missing

• Asynchronous(staleness): + adversaries?

Attackers: malicious attacks launched by adversaries

• untargeted attacks: model poisoning, data 
poisoning

• targeted/backdoor attacks: misclassify the 
targeted subtasks

• Robust Federated Averaging & Multi-Krum

• Large portion of adversaries

• Straggler: increase attack ratio
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Sageflow algorithm

Staleness-aware grouping

Entropy-based filtering + Loss-weighted averaging
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Sageflow algorithm

Staleness-aware grouping

• perform periodic global aggregation(fixed time 
deadline)

• allow stragglers to be aggregated in later rounds

• group with same staleness -> group 
representative model

• aggregate according to staleness

Staleness group Number of data samples

Staleness function



Sageflow algorithm

Entropy-based filtering

• Public data on server

• Filter out high entropy models (loss)

• For model poisoning

Shannon
entropy



Sageflow algorithm

• Loss-weighted averaging

• Aggregation weight according to local models’ 
measured qualities

• Measure by loss on public data

• data-poisoned model -> small weight + less impact

• For data poisoning & scaled backdoor



Sageflow algorithm

Time complexity
Public
data

Model
parameters

Clients
number



Sageflow algorithm

Theoretical Analysis

Convergence analysis

• Assumption 1: µ-strongly convex + L-smooth

• Assumption 2: unbiased estimation

Theoretical bound

Convergence speed Error



Sageflow algorithm

Datasets: MNIST, FMNIST, CIFAR10

• 2% as public data

Models: CNN(2conv+2fc), CNN(2conv+1fc), CNN(VGG-11)

• ignore batchnorm

FL setting: 100 clients, two classes for each client, 5 local epochs, batch size of 10



Sageflow algorithm

Only stragglers: 10% participants

Baselines: FedAvg(waiting, ignoring, waiting 50%), FedAsync

Settings: uniform delay of [0,1,2] global rounds

Ignoring lose significant data converges to a suboptimal point

Waiting(all, 50%) requires the largest running time until convergence



Sageflow algorithm

Only adversaries: 20% participants

Baselines: RFA,  FedAvg,  synchronized Zeno+, Multi-Krum

Attacks: model(-0.1w), data(label-flipping), backdoor(model replacement, pixel-pattern attack)

FedAvg does not work well on all datasets

RFA: complex model led to worse performance

Zeno+: bad on poisoning but good for backdoor

Sageflow: slow down posioning



Sageflow algorithm

Stragglers + adversaries: 20%(model/data), 10%(backdoor) participants

Baselines: asynchronized Zeno+, Multi-Krum

Zeno+: does not perform well(ignore staleness & entropy)

Waiting + RFA: suffer from straggler

Ignoring/Sag + RFA: poor(high attack ratio) eflow/RFA + FedAsync: poor(one-by-one arrivals)



Sageflow algorithm

Sageflow: robust FL scheme handle both stragglers and adversaries

• staleness-aware grouping: stragglers

• entropy-based filtering: model poisoning

• loss-weighted averaging: data poisoning + backdoor

Theoretical convergence analysis

Extensive experimental results

Future issues: Sageflow + secure aggregation



FLChain

66



FL + Blockchain
complete dependency on 
the reliability of a central 
server for storage and 
computation of the global 
model update

Any malicious activity 
leads to flawed global 
model update which is 
detrimental for accuracy 
of subsequent local model 
updates



FL + Blockchain
Initialization

Channel Inquiry

Channel Selection

Device Registration

Local Model Update

Transaction Pool

Global Model Update

Consensus Protocol

Analysis



FL + Blockchain



Other algorithms
• 联邦学习效率

• 联邦学习安全

• 联邦学习异构性

• 其他论文

04



联邦学习效率

• 数据传输量大 - 模型压缩

• 网络环境复杂 - 传输调度
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联邦学习效率-模型压缩

通信效率

• 智能算法本身通信量大，通信开销大

模型压缩：模型剪枝，模型量化，知识蒸馏

• 减少数据通信、计算量

• 构造准确但小的神经网络模型
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联邦学习效率

损失函数正则化

定位对推理结果影响较低的参数

训练后模型剪枝

过滤对推理结果影响较低的参数

绝对值剪枝

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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联邦学习效率

上传/下载传输剪枝

过滤更新量较小的上传/下载模型更新

重要性剪枝

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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联邦学习效率

个性化模型聚合

只对有效更新进行聚合

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.



联邦学习效率-模型压缩

在大幅减少通信量
（~94%）的情况下

尽可能保障了训练准确
率（<6%）

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.



联邦学习效率-模型压缩

不同绝对值
mask下不同压
缩率结果

pre-training 
mask和post-
training mask
能够有效减少
通信量，但是
对准确率影响
较大

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.



联邦学习效率-模型压缩

不同重要性
mask下不同压
缩率结果

upload mask
和download 
mask虽然通信
量减少有限，
但是能够有效
维持准确率

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive 
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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联邦学习效率-传输调度

任务调度

• 任务复杂，资源丰富，需要调度计算子任务

并行算法：

• 计算and计算、计算and通信、通信and通信

• 数据并行、模型并行、算子并行、优化器并行
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联邦学习效率-传输调度

并行算法

• 模型：减少空间占用

• 数据：减少处理延迟

• 算子：提高处理速度

存在的问题

• 单一并行算法效率有
限，存在大量的资源
浪费，可用性无保障

• 多并行算法需要专业
设计

Hongjian Shi, Weichu Zheng, Zifei Liu, Ruhui Ma, Haibing Guan, Automatic Pipeline Parallelism: A Parallel Inference Framework for Deep 
Learning Applications in 6G Mobile Communication Systems, in IEEE Journal on Selected Areas in Communications，2023.
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联邦学习效率-传输调度

Hongjian Shi, Weichu Zheng, Zifei Liu, Ruhui Ma, Haibing Guan, Automatic Pipeline Parallelism: A Parallel Inference Framework for 
Deep Learning Applications in 6G Mobile Communication Systems, in IEEE Journal on Selected Areas in Communications，2023.

先采用GBDT预测各任务在各设备上的运行时间，来减少profiling的用时

而后采用遗传算法决定任务位置，确认各个任务所在设备，以减少任务处理延迟

遗传算法中会用贪心算法排列各设备上的任务，得到适应度函数，并得到实际可运行的任务时间表
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联邦学习效率

整体算法能够提高设备利用率

减少延迟提高吞吐量

同时能提高可用性

采用遗传算法的效果和收敛性较好

Hongjian Shi, Weichu Zheng, Zifei Liu, Ruhui Ma, Haibing Guan, Automatic Pipeline Parallelism: A Parallel Inference Framework for 
Deep Learning Applications in 6G Mobile Communication Systems, in IEEE Journal on Selected Areas in Communications，2023.
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联邦学习效率

GBDT预测方法准确率明显由
于其他预测方法

并且由于是线下训练，训练时
间不会对线上推理产生负面影响

主要是由于GBDT对于表格数
据和feature较少的数据有着十分
优越的表现

Hongjian Shi, Weichu Zheng, Zifei Liu, Ruhui Ma, Haibing Guan, Automatic Pipeline Parallelism: A Parallel Inference Framework for 
Deep Learning Applications in 6G Mobile Communication Systems, in IEEE Journal on Selected Areas in Communications，2023.



联邦学习安全

• 拜占庭攻击 - 双端协同预警

• 不可信第三方 - 区块链辅助聚合
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联邦学习安全---拜占庭攻击

计算安全

• 拜占庭攻击，系统中存在恶意节点
通过传输错误数据破坏训练模型

异常更新判断：

• 判断模型更新中的离群点

• 剔除离群点或是抑制离群点贡献
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联邦学习安全---拜占庭攻击

利用客户端信息辅助排除恶
意节点

客户端侧拥有示警机制，可
以和服务器侧的决策流程互
相配合

服务器侧使用基于准确度筛
查和权重分析的决策流程

系统提供两种辅助机制，分
别为惩罚机制和奖励机制

Hanxi Guo, Hao Wang, Tao Song, Yang Hua, Zhangcheng Lv, Xiulang Jin, Zhengui Xue, Ruhui Ma, Haibing Guan, Siren: Byzantine-
robust Federated Learning via Proactive Alarming, Proceedings of ACM Symposium on Cloud Computing, pp. 47--60, 2021.
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联邦学习安全---拜占庭攻击

客户端侧结构与方法流程

• 根据全局模型和本地模型区别进行判断

服务器侧结构与方法流程

• 根据客户端告警判断是否存在恶意攻击

Hanxi Guo, Hao Wang, Tao Song, Yang Hua, Zhangcheng Lv, Xiulang Jin, Zhengui Xue, Ruhui Ma, Haibing Guan, Siren: Byzantine-
robust Federated Learning via Proactive Alarming, Proceedings of ACM Symposium on Cloud Computing, pp. 47--60, 2021.
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联邦学习安全---拜占庭攻击

在sign-flipping, label-
flipping和targeted 
model poisoning攻击
下可以有效收敛到一个
较优准确率

也可以看出针对
targeted model 
poisoning时，Siren稳
定性较好

Hanxi Guo, Hao Wang, Tao Song, Yang Hua, Zhangcheng Lv, Xiulang Jin, Zhengui Xue, Ruhui Ma, Haibing Guan, Siren: Byzantine-robust 
Federated Learning via Proactive Alarming, Proceedings of ACM Symposium on Cloud Computing, pp. 47--60, 2021.
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联邦学习安全---拜占庭攻击

Siren可以在大比例恶意客户端的情况下
（80%）拥有较强的防御能力

Siren可以在系统已经遭受攻击的情况下恢复
原有系统的训练准确率

Hanxi Guo, Hao Wang, Tao Song, Yang Hua, Zhangcheng Lv, Xiulang Jin, Zhengui Xue, Ruhui Ma, Haibing Guan, Siren: Byzantine-robust 
Federated Learning via Proactive Alarming, Proceedings of ACM Symposium on Cloud Computing, pp. 47--60, 2021.
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联邦学习安全---不可信第三方

通信安全

• 无可信第三方服务器，易受攻击

联邦学习+区块链

• 用区块链替换原有server保存全
局模型，可以提高全局模型的防
篡改能力

• 区块链本身的共识机制和联邦学
习的聚合权重有很多相似之处



联邦学习异构性

• 统计异构性 - 非聚合联邦学习

• 系统异构性 - 适应性训练调整
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联邦学习异构性---统计异构性

统计异构

• 各客户端数据分布不同，模型不准确

跨域联邦学习：

• 模型之间交换知识，不单纯进行聚合

• 模型在本地测试集上的效果会更好



93

联邦学习异构性---统计异构性

引入个性化mask做element-wise的更新

Jianqing Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for 
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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联邦学习异构性---统计异构性

在多个数据集多种设定上均取得了最高的准确率

Jianqing Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for 
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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联邦学习异构性---统计异构性

FedALA对在不同统计异构性和扩展性的情况都展开了测试，在多种设定下其效果
均比传统方法要好。

Jianqing Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for 
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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联邦学习异构性---统计异构性

同时算法相比其他baseline，减少
了一定的时间，提高了整体的计算效
率和训练效率

其通信量和FedAvg相当，并没有引
入额外的传输

Jianqing Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for 
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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联邦学习异构性---系统异构性

系统异构

• 各客户端计算能力不同，通信开销大

适应性训练调整

• 采用不同模型不同训练参数

• 采用异步或者回合制聚合
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联邦学习异构性---系统异构性

将多分类模型分
解成多个二分类模
型

训练时只对本地
标签对应的分支进
行训练

传输时只传输经
过训练的模型分支

聚合时只聚合传
输上来的对应分支

Yunhui Wang, Weichu Zheng, Zifei Liu, Jinyan Wang, Hongjian Shi, Minyu Gu, Ruhui Ma, and Haibing Guan, A Federated Network Intrusion Detection System 
with Multi-branch Network and Vertical blocking Aggregation, 2023.
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联邦学习异构性---系统异构性

FedVB相比其他baseline收敛更快，
准确率更高

多分支模型相比传统模型能够在准
确率上有所提升

Yunhui Wang, Weichu Zheng, Zifei Liu, Jinyan Wang, Hongjian Shi, Minyu Gu, Ruhui Ma, and Haibing Guan, A Federated Network 
Intrusion Detection System with Multi-branch Network and Vertical blocking Aggregation, 2023.
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