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* Overview

« Dataset generation
« System introduction

« FedAvg example
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Our simulation platform

® Overview
* Currently, 1.9k stars, 369 forks
« 39 traditional FL (tFL) and personalized FL (pFL) algorithms, 3 scenarios, and 24 datasets.

» Record the GPU memory usage for the model

O TsingZ0 / PFLlib

« Differential privacy
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Our simulation platform

J &

Traditional FL (tFL)

» Baselines
Basic tFL

lized Data AISTATS 2017

Learning ICML 2020

Regularization-based tFL

e FedProx — Federated Optimization in Heterogeneous Networks MLsys 2020

® FedDyn — Federated Learning Based on Dynamic Regularization /CLR 20217

Model-splitting-based tFiL

e MOON — Model-Contr: d Learning CVPR 20217

!ﬁ-

® FedlLC — Federated Learning With Label Distribution Skew via Logits Calibration ICML 2022

Knowledge-distillation-based tFL

e FedGen — Data Free Knowl

e FedNTD — P

Heuristically-search-based tFL L= r
_ N\T=rsJtull |

* FedCross - Fec ederated Learning via Multi-Model Cross-Aggregation /CDE 2024

L
rvation of the Global Knowled
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Personalized FL (pFL)
@ Basellnes Meta-learning-based pFL

Per-FedAvg — Person:
Approach Neur!PS 2020

Regularization-based pfi

FedPer —
LG-FedAvg —
FedRep — Ex

FedRoD — Or

n ICLR 2021
AAAI 2021
ECML PKDD 2021®
g UCAI 2022

g AAAI 2023

h Local and Glob

J1O

| ICLR 2022
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Our simulation platform

. Datasets and scenarios (updating)
® Datasets
We support 3 types of scenarios with various datasets and move the common dataset splitting code into
./dataset/utils for easy extension. If you need another data set, just write another code to download it and then

use the utils.

label skew scenario

For the label skew scenario, we introduce 16 famous datasets:

MNIST
EMNIST
FEMNIST
Fashion-MNIST
Cifar10
Cifar100

AG News
Sogou News
Tiny-lImageNet
Country211
Flowers102
GTSRB
Shakespeare
Stanford Cars
COVIDx

kvasir
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® Datasets

Our simulation platform

The datasets can be easily split into 11D and non-IID versions. In the non-11D scenario, we distinguish between two
types of distribution:

1. Pathological non-IID: In this case, each client only holds a subset of the labels, for example, just 2 out of 10
labels from the MNIST dataset, even though the overall dataset contains all 10 labels. This leads to a highly
skewed distribution of data across clients.

2. Practical non-1ID: Here, we model the data distribution using a Dirichlet distribution, which results in a more
realistic and less extreme imbalance. For more details on this, refer to this paper.

Additionally, we offer a balance option, where data amount is evenly distributed across all clients.

feature shift scenario
For the feature shift scenario, we utilize 3 widely used datasets in Domain Adaptation:

e Amazon Review (raw data can be fetched from this link)
¢ Digit5 (raw data available here)

e DomainNet

real-world scenario
For the real-world scenario, we introduce 5 naturally separated datasets:

e Camelyonl7 (5 hospitals, 2 labels)
iWildCam (194 camera traps, 158 labels)
Omniglot (20 clients, 50 labels)
HAR (Human Activity Recognition) (30 clients, 6 labels)
PAMAP2Z (9 clients, 12 labels)
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@) Our simulation platform

S
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Models

e for MNIST and Fashion-MNIST

i. Mclr_Logistic(1*28*28) # convex
ii. LeNet(
iii. DNN(1*28*28, 100)

for Cifar10, Cifar100 and Tiny-ImageNet

i. Mclr_Logistic(3*32*32) # convex
i. FedAvgCNN{
iii. DNN(3*32*32, 100)
iv. ResNet18, AlexNet, MobileNet, GoogleNet, etc.

for AG_News and Sogou_News

o LSTM()
o fastText() in Bag of Tricks for Efficier
o TextCNN( in Con

o TransformerModel() in /

for AmazonReview

© AmazonMLP{) in ¢
for Omniglot

o FedAvgCNN{)

for HAR and PAMAP
. . . 7/ VN\T=TS JTUFL

© HARCNN() in Conv




Our simulation platform

® Installation

Environments

Install c t and activate conda.

For additional configurations, refer to the prepare.sh script.

(&

conda env create -f env_cuda_latest.yaml # Downgrade torch via pip if needed to match the CUDA version

/Tf\i"%ﬁ%ﬂuﬁ L
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' Our simulation platform

® Dataset

Examples for MNIST in the label skew scenario

cd ./dataset
# Please modify train_ratio and alpha in dataset\utils\dataset_utils.py

python generate MNIST.py iid - - # for iid and unbalanced scenario

pvthon generate MNIST.py iid balance - # for iid and balanced scenario

pyvthon generate MNIST.py noniid - pat # for pathological noniid and unbalanced scenario
python generate MNIST.py noniid - dir # for practical noniid and unbalanced scenario
pvthon generate MNIST.py noniid - exdir # for Extended Dirichlet strategy

The command line output of running python generate_MNIST.py noniid - dir

Number of classes: 1@ d;
Client © Size of data: 263@ Labels: [@ 14 5 7 8 9]

Samples of labels: [(®, 14@), (1, 89@), (4, 1), (5, 319), (7, 29), (8, 1@67), (9, 184)]

data: 499 Labels: [©® 2 56 8 9]
Samples of labels: [(@, 5), (2, 27), (5, 19), (6, 335), (8, 6), (9, 107)]

data: 1630 Labels: [® 3 6 9]
Samples of labels: [(@, 3), (3, 143), (6, 1461), (92, 23)]




Our simulation platform

® Execution
How to start simulating (examples for FedAvg)

Download this project to an appropriate location using git.

git clone https://github.com/TsingZe/PFL1ib.git

Build evaluation scenarios (see Datasets and scenarios (updating))

Run evaluation:

cd ./system d;
python main.py -data MNIST -m CNM -algo FedAvg -gr 2000 -did © # using the MNIST dataset, the FedAvg
python main.py -data MNIST -m CNN -algo FedAvg -gr 200@ -did ©,1,2,3 # running on multiple GPUs

% b

Note: It is preferable to tune algorithm-specific hyper-parameters before using any algorithm on a new machine,




Our simulation platform

Top-down Algorithm 1 FederatedAveraging. The K clients are
indexed by k; B is the local minibatch size, F is the number

« Server: Aggregate, Send, Receive, Evaluate of local epochs, and 1 is the learning rate.

« Add Server executes:
. . . initialize wy

» Client: Train, Receive, Send for eachround t = 1,2,... do
- Dataset m « max(C - K,1)

S; < (random set of m clients)
0 ez for each client k£ € S; in parallel do
» Optimizer wy,  + ClientUpdate(k, w;)

Wi41 < Zk:l n Wil

ClientUpdate(k, w): // Run on client k
B <+ (split Py into batches of size B)
for each local epoch 7 from 1 to £ do

for batch b € B do
w — w —nVL(w;b)
return w to server

m%ig\fﬂjﬁ L
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« MOON
 FedDyn
« KT-pFL

* FedMA

P
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MOON algorithm

Observation

class ID

* The global model trained on a whole dataset
can learn a better representation than the

LR BN N N

local model trained on a skewed subset.

WO N R WD

* Propose model-contrastive learning (MOON),

which corrects the local updates by
(b) local model

maximizing the agreement of
representation learned by the current local
model and the representation learned by the
global model.

(c) FedAvg global model (d) FedAvg local model
Figure 2. T-SNE visualizations of hidden vectors on CIFAR-10. T

7 I \TmLsJTU
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MOON algorithm

Contrastive learning

« The key idea of contrastive learning is to reduce the distance between the representations of
different augmented views of the same image (i.e., positive pairs), and increase the distance
between the representations of augmented views of different images (i.e., negative pairs)

exp(sim(x;, z;)/T)

Zii Iiksa) exp(sim(zs, Tx)/7)

li}j = — lf)g

/\T\J%’Z%ﬁdﬁ L
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MOON algorithm

MOON
« Global representation  Zgiob = Ryt (x)
. Local representation W, = (i-€., Zprey = R, -1 (x))

» Current representation z = wa(gf:)

exp(sim(z, Zg10p)/T)
exp(sim(z, 2g10p)/T) + exp(sim(2, Zprev)/T)

Econ — = IOg

L = Loup(wh; (2, 1)) + pleon (W wi™t; wh; ),

mian(:r,y)wDi [g.ﬂup(w;f; (:Br y))+ #Ecoﬂ(wg; w§_1 ; wt; m)]

wy

/\T\i"%‘i@ﬁdﬁ L
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MOON algorithm

MOON

Algorithm 1: The MOON framework

Input: number of communication rounds 7T,
number of parties N, number of local
epochs E, temperature 7, learning rate 7,

hyper-parameter x

Output: The final model w’

Server executes:

initialize w

0

fort=0,1,....,7T — 1do

w

return w

t+1

7 &

for: =1.2,.... N in parallel do
send the global model w' to P,
w! + PartyLocalTraining(i, w")

9 PartyLocalTraining(i, w'):
10 w!  w
11 forepoch?=1,2,..., F do

12
13

14

15
16

17

18
19

for each batch b = {z, y} of D* do

Csup — CrossEntropyLoss(F,:(x),y)
z < Ryt(z)

Zglob — th ($)

Zgrew R p=1(Z)

ECO’H <_

exp(sim(z,zg10b)/T)
exp(sim(z,2g4i0b)/7T)+exp(sim(z,zprev)/T)

£ 4 Lain + Bl oo
wi « wi —nVeL

— log

20 return w! to server

Jaas—utan
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FedDyn
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FedDyn algorithm

Intuition

* Training models on local data that minimize local empirical loss appears to be meaningful, but
yet, doing so is fundamentally inconsistent with minimizing the global empirical loss.

« Dynamically modify the device objective with a penalty term so that, in the limit, when model
parameters converge, they do so to stationary points of the global empirical loss.

/\T\J%‘i%ﬁdﬁ
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FedDyn algorithm

FedDyn

Algorithm 1: Federated Dynamic Regularizer - (FedDyn)

Input: 7,60", o« > 0, VL,(6)) = 0.
fort=1,2,...7T do

Sample devices P; C [m] and transmit 8° ' to each selected device,
for each device k € 'P., and in parallel do

Set ﬂt: — argl'rbin L (0) — <VL;G(9§:1), 0) + %HG — Qt_1||2,

Set VL(0,) = VL,(6; ") —a (6, — 6",
Transmit device model 9; to server,

end for
for each device k & Py, and in parallel do
| Set@, =6, ', VL(0))=VL.(6,").
end for
t g t t—1
Seth =h —a}n (Zkept 6, —0 )

Set 6" = (&1 Tyep, 61) — Lh!
end for

7 | HJT@
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FedDyn algorithm

® Analysis

0! = argmein [ﬁ{h(ﬁ;ﬂi_l,ﬁt_l) = Li(0)|- (VLR(QE_I):.B) + %Hﬁ' — 9HHQ}

* The first order condition
VLi(0y) — VLi(0; ) +a(6,—0"7")=0

* If local device models converge, they converge to the server model, and the convergence
point is a stationary point of the global loss.

if @, — 07°, it generally follows that, VL (0}.) — VL (07°), and as a consequence, we have
0" — 6:°. In turn this implies that 87° — 6°°, i.e., is independent of k.

/\T\i"%‘i@ﬁdﬁ L
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KT-pFL
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KT-pFL algorithm

Intuition
« Main idea is to allow each client to maintain a personalized soft prediction at the server that
can be updated by a linear combination of all clients local soft predictions using a knowledge

coefficient matrix.

« Regardless of model structures

/\T\J%’Z%ﬁdﬁ L
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KT-pFL algorithm

Knowledge Distillation (KD)

« Transfer knowledge from well-learned teacher model to student model

Teacher Model

/Tf\i‘%‘i@ﬁdﬁ L
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KT-pFL algorithm

Knowledge Distillation (KD)

e Classification

Relation-Based Knowledge

e ' T HintLayers
:
---------- I ‘ I e
:' Input Lar . ‘k‘ﬂ | ! Output Layer) E
N fw‘?ﬁ - : %
| | Data RIS XN a
| PSPPI SARA e
: S0, ' &
VT 7N I |2
-1 RO B
|
I_ ________________ J
Distill J’
’ Feature-Based Knowledge Response-Based Knowledge

/Tf\i‘%‘i@ﬁdﬁ
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KT-pFL algorithm

Knowledge Distillation (KD)

 Response-based KD

——;

Distillation

Data
Loss

/Tf\i‘%‘i@ﬁdﬁ L
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KT-pFL algorithm

KT-pFL
* Objective

N
D,
min £(w) = ) _ —Ln(w), where L,,(w) = Lop(W:zi,yi).

n=1 i=1

/\T\i"%‘i@ﬁdﬁ L
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KT-pFL algorithm

KT-pFL
» Personalized loss function
» Kullback—Leibler (KL) Divergence
. is the knowledge coefficient which is used to estimate the contribution from client m to n.

« (,7) canbe deemed to be a soft prediction of the client n

N
Lpermn(W") i= Lo(w") + A Z Lkr (Z B s(W', ), S(w”,:?:))
m=1

reD,.

n sy — _ exp(z/T)
ES:l exp(z2/T)’

/\T\J%’Z%ﬁdﬁ L



KT-pFL algorithm

KT-pFL

« Knowledge coefficient matrix

C11 C12 v+ CIN

C21 Cog +++ CanN
c =

CN1 CnN2 ' CNN

/\T\i"%‘i@ﬁdﬁ L
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KT-pFL algorithm

KT-pFL
* Objective

N
= z Lper,n(W" ‘+‘P||‘3’“_||2

n=1

W = [le--- ,WN] ERZE:ldﬂ

/\T\i"%‘i@ﬁdﬁ L

32




KT-pFL algorithm

KT-pFL
 Training
 Update w W — W — 1 Vr Lo (W £),
* Local Training
« Distillation N
« Update c W' = W' = Vwn LKL (Z C-:;i.T -s(w'™, &), s(W", Sfr))
m=1

N N
D'ﬂ- T, * T, * 1
e ?}'3/\ E FVCEKL ( E Cm - S(W 1 :‘S?*)a S(W 7 :gr‘)) - QHSP(C o E)

n=1 m=1

/\T\i"%‘i@ﬁdﬁ L
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KT-pFL algorithm

KT-pFL

Algorithm 1 KT-pFL Algorithm

Input: D, D,, 1, ﬂg T}g and T’
Output: w = [w!, -, w']

1: Initialize wy and Co

2: procedure SERVER-SIDE OPTIMIZATION

3 Distribute wg and ¢ to each client

4 for each communication round t € {1,2,...,7} do
5: for each client n in parallel do
6.
7
8

w1 + ClientLocalUpdate(n, wi, c; )

Update knowledge coefficient matrix c via (7)
Distribute c; . to all clients

9: procedure CLIENTLOCALUPDATE(n W', Ct.n)

10: Client n receives w}' and c,, from the server

11s for each local epoc:h i from 1 to E do

12: for mini-batch £ C D, do

13: Local Training: update model parameters on private data via
14: for each distillation step 7 from 1 to 1R do

15: for mini-batch £, C D, do

16: Distillation: update model parameters on(p

return local parameters w}'
- =gl




KT-pFL

e |llustration

_______________________________________

oR PR @

- @i = [I Labels) || D(Labels)

: I = ] =" L |

— l O— ! —> !

@@ | @@ | e |

I | ]

- | _— | . |

_________________ Client 1 SOUedeton 1 Clinta SOUPedim b clieney  Sotfredenon

Figure 1: Illustration of the KT-pFL framework. The workflow includes 6 steps: @ local training
on private data; @, @ each client outputs the local soft prediction on public data and sends it to the
server; @ the server calculates each client’s personalized soft prediction via a linear combination of
local soft predictions and knowledge coefficient matrix; ® each client downloads the personalized
soft prediction to perform distillation phase; ® the server updates the knowledge coefficient matrix.
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FedMA
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Permutation invariance

v

wi w2
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FC,
e H W. H

FC,

Pool inj FC, &
o [ 1 w 7 )
Poolinj FCo A
o ) ﬂTWz )/

y = o(xW H)HTWQ, where Il is any L X L permutation matrix.

/\“m%@ﬁdﬁ
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FedMA algorithm

Permutation invariance (fully-connected (FC) layer)

Client A: Client B:
{Wlﬂj,H?WQ} {Wll_[jf,Hg:Wz}
Aggregation

(Wlﬂj o= Wlﬂjf)/2 7é W1H for any 11

Solution: (Wlnjﬂf{ + Wlﬂjfﬂg:)/Q = W

/\“m%@ﬁdﬁ L
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FedMA algorithm

Permutation invariance (FCs)

Nth 'a,er

FCn Poalinj
e w1 o

Simple FCs: 4 = o(zW, DI W5

Deep FCs: =z, = o(z,_1IIZ_,W,I1,.)

/\“m%@ﬁdﬁ L
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Permutation invariance (FCs)

client

Global model

client

Global model

T
wH -
8| ——_%
Tl-nﬂ
Tl
T - -

/\T\i"%‘i@ﬁdﬁ
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FedMA algorithm

Permutation invariance (CNN)

FC Lp = J(“Tn—lﬂg_lwnﬂn)

CNN: =z, =o(Conv(z,_1,IIL_,W,II,))

/\T\i"%‘i@ﬁdﬁ L
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FedMA algorithm

Permutation invariance (recall)

Client A: Client B:
{Wlﬂj,H?WQ} {Wll_[jf,Hg:Wz}
Aggregation

(Wlﬂj o= Wlﬂjf)/2 7é W1H for any 11

Solution: (Wlnjﬂf{ + Wlﬂjfﬂg:)/Q = W

/\“m%@ﬁdﬁ L
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FedMA algorithm

Matched averaging formulation
Client Madlel ( truined on datase j ) Global  Modef
WiTT = 6

Iayer Wj & > la)rer 9

[wi|wi|wp] [a]e]6,]

which 9 /|\

min C('WJpGi)

i€{1,2,3}

7
min Z Z I%in 'J’I'fz-C(wjg,, 6;) s.t. Z ﬂ'f:i = 134 wai =1¥7.J
toph =1 50 i .!
7T ~=rsutull |
45




FedMA algorithm

Matched averaging formulation
Cliest Moclel ( trained on dﬂwetj) Globa|  Model

Ia)m‘ w j ]a/er 9

[y | W[ wp] [o]6]s,]

which 2 T

_ min C(Wj.08i) > &
3 | € E,LL] I'E{LLB} J1
Lj"U'fLJJ

Afmr a&are,ja.tion 5 [e’l ’ 0. I 8_; lw\jizl

L—f—Ljr Lj!
{1?1;1 Z Zﬂfz - st Z’/Tf% = 1 Zﬁf% € {0,1} Vi, where
s b =1 j=1 i l

Cj’_ c(wjrg,é?z-), 1% L
" e+ f(i), L<i<L+Lj.

Y\i%ﬁﬁuﬁ -
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

Client 1 W, > - LS L.
Client 2 W, —> .- L% 5 . s
Clieat 3 W R T
client 4 W —> - L% . .

L Aggregation
center 6.

/\“m%@ﬁdﬁ L
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

. T
Client 1 O T w, A —F R
. T

client 2 T —H -
. T

client 3 T w = = 15
. T

client 4 O —> - - % 0
center ea

/\T\i"%‘i@ﬁdﬁ L
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

[rozen
Clieat 1 o HHwW > il
Clieat 2 NaimCA > .
clieat 3 ™ i T
Clieat 4 B > el 574
l Aggregation
center B, ﬁz,

/\T\J%‘i%ﬁdﬁ L
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

Frozen Frozen

Clieat 1 8, 8- H wi > S .
client 2 o, HH o.FHwH s,
client 3 o, HH & HHw s,
client 4 O W -

l Aggregation
center 9. ﬂ). 83

/\“m%@ﬁdﬁ L
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FedMA algorithm

FedMA (https://github.com/IBM/FedMA)

Algorithm 1: Federated Matched Averaging (FedMA)

Input : local weights of N-layer architectures {W, 1,..., W} N}},{:l from .J clients
Output: global weights {Wy,..., Wy}
= 1ig
while n < N do
if n < N then
{II;};_, = BBP-MAP({W; ,}/_,) ; // call BBP-MAP to solve Eq. 2
Wn — % Zj Wj,nﬂ?;
else
W, = Zle 5 j pik Wi » where py. 1s fraction of data points with label k£ on worker j;
end
forj € {1,...,J}do
Wint1 < ILW; ni s // permutate the next-layer weights
Train {W, 41, ..., W; .} with W, frozen;
end
n=n-4+1;
end

/\T\i"%‘i@ﬁdﬁ
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Adv
« SageFlow

* FLChain
« FAIR

P

'4‘
k W \N v

anced algorithms ~ —
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SageFlow
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Sageflow algorithm

Stragglers: slow devices
« Keep waiting: slow down the overall process
* Drop out: important data missing

« Asynchronous(staleness): + adversaries?

® Attackers: malicious attacks launched by adversaries

« untargeted attacks: model poisoning, data
poisoning

 targeted/backdoor attacks: misclassify the
targeted subtasks

* Robust Federated Averaging & Multi-Krum

 Large portion of adversaries

« Straggler: increase attack ratio

Server A | @ Sending encrypted gradients |

o

| (2) Secure aggregation |

| @ Sending back model updates |

@ ® Updating models
” ® ||® S
@?
X

] _

Database B, Database B, Database B,

—

50

o g
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Staleness-aware grouping

Entropy-based filtering + Loss-weighted averaging

St

St—1

AR

. L e L
(0] ] i (D)
D 'tri ’ | 'r-"rl: :
: - |
D ii |
Received at ROSTSNT, ISTRPS SIS |
global round o Uf[_r_—]l,'l D L{[L 1)§|
| ] :
Received at Ig D [ ,“: |
global round t-1 1 D |
:
4o
Received at
global round ¢

Server

&

| Loss weighted

Entropy
based
filtering

averaging

L
Werr = (1 =)W, + ¥ Z al (v,

=0

Averaging

(Wep, t+1)

VaaN—cntpn




eflow algorithm

Staleness-aware grouping

« perform periodic global aggregation(fixed time
deadline)

« allow stragglers to be aggregated in later rounds

« group with same staleness -> group
representative model

« aggregate according to staleness

Staleness group Number of data samples
keU® 2ekeu(® M

wipi = (L—7)we +7 ) _ o’ (A

b'f.— 19

RS

-5'.: b

0! (0]
D 'tri | L'r( :
D {E |
Received at S B
obal round o r(t—1; A(t=1)
gl 1t I 7 i
| [] :
Received at j D U}f : |
global round t-1 | D |
| J |
Received at
global round ¢

Str1<

=0

)VEBI

Z: 0 ‘1’?) (}‘)VEBI

. (i) T
o (V) o« =3

Staleness function

7 VU N\TF=TSJT
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Sag low algorithm Server

t
- | Loss weighted o (£) ¢ 73 (E)
f—@— = ave?aghg Weer = (1 = yIw; + F;“t (j)le
Entro
. hasedw Averaging
 Public data on server filtering

Entropy-based filtering

* Filter out high entropy models (loss) . 0 0
El'pub,j (k) =5 Zq:l Pﬂﬂgumj (k) log Pﬁggubfj (k)

MNpub
1 r
E(k) = E Shannon
( ) Npub jl entropy

* For model poisoning

25

21 e Nverili v 207 — Adversarial device|]
215 — Adversarial device —Benign device w 15t Do device
o —Benign device 24
E 1t =) 10t
L

W . — Adversarial device
n ] ] . . | . 0 . |—Benign device 0 I i :
20 40 60 80 100 50 100 0 20 40 60 0 20 40 60
Global round Global round Global round Global round

(a) Model poison, entropy  (b) Model poison, loss  (c¢) Data poison, entropy (d) Data poison, loss
2 B N eV R R U1 |




Sagef algorithm

« Loss-weighted averaging

. . . , (k) 5
» Aggregation weight according to local models B (9) o 1

measured qualities

* Measure by loss on public data

mg

Fpu (Wt

O 3 AV () =1.

kES;

Wi = Z ﬁ(k)

» data-poisoned model -> small weight + less impact

* For data poisoning & scaled backdoor

|~ Loss we ighted

averaging

Entropy
based
filtering

keS,

t
weer = (1= Pwe + v ) a@v,

=0

Averaging
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Sageflow algorithm

_ _ Public Model Clients
® Time complexity data parameters number

Onpus|w|K)

Algorithm 1 Proposed Sageflow Algorithm

Input: Initialized model wgy, Output: Final global model wr
Process at the Server

1: for each global round ¢t =0,1,...,7 — 1 do

2:  Choose S; and send the current model and the global round (wy, ¢) to the devices

3 Wait for 7z and then:

4. for:=0,1,....,tdo

5: U (Ew) = {k e UP|E(k) < Ew} I/ Entropy-based filtering in each group

6 vgfﬁl = zkeUf“(Em) BY¥) (§)w: (k) /I Loss-weighted averaging in each group (with same staleness)

7 end for ‘ ‘

8: Wiy = (1l—Ywe+7135, ai”(,\)vﬁﬂl // Averaging of representative models (with different
staleness)

9: end for

Process at the Device: Device k receives (w;, t) from the server and performs local updates to obtain w (k).
Then each benign device k sends (w;(k), t) to the server, while a malicious adversary sends a poisoned model

depending on the type of attack.
/1 ~r=esutull 1




Theoretical Analysis

F(z) < F(y) + VF(2)" (z—y)— & ||lz—y||?

Convergence analysis o n -
F(zx) > F(y)+VF(z)" (z—y) — 3 llz — vl

» Assumption 1: y-strongly convex + L-smooth
« Assumption 2: unbiased estimation

| E||V Fy.(wi(k), & (k) — VF(wi(k))|12 < pr
@® Theoretical bound

E[F(wr) — F(w") @F (wo) — F(w*)] €1 —vT)Z (@

Convergence speed Error

/\T\i"%‘i@ﬁdﬁ L




Sageflow algorithm

Datasets: MNIST, FMNIST, CIFAR10
* 2% as public data

Models: CNN(2conv+2fc), CNN(2conv+1fc), CNN(VGG-11)

* ignore batchnorm

FL setting: 100 clients, two classes for each client, 5 local epochs, batch size of 10

/\T\J%’Z%ﬁdﬁ L




Sageflow algorithm

Only stragglers: 10% participants

Baselines: FedAvg(waiting, ignoring, waiting 50%), FedAsync
Settings: uniform delay of [0,1,2] global rounds

Ignoring lose significant data converges to a suboptimal point

® Waiting(all, 50%) requires the largest running time until convergence

100 - - - - 90 70 1
Ml 80 60
> 30} = oy L
< BOT —— Safeflow (Ours) 5 i 25wk
W — Fodfsyc 2 el ——Safeflow (Ours) @ 30
ﬁ 50 lgnore stragglers + FedA = ——FedAsync - lgnore stragglers + FedAvg
— Wkt ko dbacons + FodAvg 40 c s R * T AN
40 + i —Wai ——Wait for partial stragg| FedA
— Wait for partial stragglers + FedAvg _WE!t fox s’rragglers + Fodivg 10 AL DT PANAL STEg s » rg
30 L, : : : ; 30 Wait for partial stragglers + FedAv

0 20 40 60 80 0 20 40 60 80 100 0 200 400 600 800 1000 1200

Running time Running time Running time
rull |

| (a) MNIST (b) FMNIST (c) CIFARIO




Sageflow algorithm

Only adversaries: 20% participants

Baselines: RFA, FedAvg, synchronized Zeno+, Multi-Krum

® Attacks: model(-0.1w), data(label-flipping), backdoor(model replacement, pixel-pattern attack)
FedAvg does not work well on all datasets ® Zeno+: bad on poisoning but good for backdoor

RFA: complex model led to worse performance Sageflow: slow down posioning

100 r - 90 - v 70 v
80+ &0 |
80+ ] 20l |
oy o) - |
o ——Sageflow (Ours) _ T 60f - o sy
3 60 ——RFA =3 f ——Sageflow (Ours) o
8 8 50| — L AFA 1 8 40 ——RFA
o FedAvg © I i © FedAvg
= | —Zeno = vg g —
g 4 : g ™ ——Zeno+ &30t Zeno+
— = a3 [
20 2 20
. : 10 : : 10 . . : - :
0 50 100 150 0 50 100 150 0 200 400 600 800 1000 1200
Global round Global round Global round m

— (a) MNIST (b) FMNIST (c) CIFAR10 L



Sageflow algorithm

Stragglers + adversaries: 20%(model/data), 10%(backdoor) participants
Baselines: asynchronized Zeno+, Multi-Krum

® Zeno+: does not perform well(ignore staleness & entropy)

® Waiting + RFA: suffer from straggler

Ilgnoring/Sag + RFA: poor(high attack ratio) @ eflow/RFA + FedAsync: poor(one-by-one arrivals)

100 - T . r 70
P A 21 % 80 ] -
! Wi L \ - : ; 6O | 1
BOF I,"I' |I | ||I||.'l \ 1 -""'F'lll_; A
- | | | | Il,_lli \ ey = A I W
E o ( —— Sageflow (Ours) EEU i N 1 SSD ~—— Sageflow (Ours)
3 I e —FadA Tlow
o] - ;:;Pfg:; o § 20810 (L) A § 40 Sag CREA
E ——Ignore stragglers + RFA E 40 F | ;;i;ﬁ;syﬂr:; o E 30t anprﬂ stragglers + RFA
E 40 —— Wait for stragglers + RFA E \ioes ergolers - RFA E :w;u_tfur stragglers + RFA
— Wait for parial stragglers + RFA ——— Wait for stragglers + RFA 50 Wait for partial stragglers + RFA
20 :EB"“* 20 ——Wait for partial stragglers + RFA | 4 et
V U“l Zeno+ 10
0 50 100 150 0 50 100 150 0 200 400 600 800 1000 1200

Running time Running time Running time
| — (a) MNIST (b) FMNIST (c) CIFAR10 UJm



Sageflow algorithm

Sageflow: robust FL scheme handle both stragglers and adversaries
 staleness-aware grouping: stragglers
 entropy-based filtering: model poisoning

 loss-weighted averaging: data poisoning + backdoor
® Theoretical convergence analysis
Extensive experimental results

Future issues: Sageflow + secure aggregation
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FLChain
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complete dependency on
the reliability of a central
server for storage and
computation of the global
model update

® Any malicious activity
leads to flawed global
model update which is
detrimental for accuracy
of subsequent local model
updates

Copy of Global

Blockchain

P A

D A

FLchain Global
model state trie




FL + Blockchain

Initialization Algorithm 1 : FLchain operation for channel j
1: Setup channel j for global model M,

) 2: initialization: t = 0; w;(0), w; ;(0) € [0, W maz];
®Channel IanIry 3: for all € D; do inJ;EarallelJ( i
4: Inquire available channels
Channel Selectlon 5 Select channel ¢; =j € C £ P23, 8 3
6: Register device ¢ to channel j
. . . 7: end for
®Device Registration 3: while [|w;(£) — w;(t — 1)||2 < Esnreshord,; o0
9: for all i € D; do in parallel
®Local Model Update 10: Download w;(t) from channel j to device i
11 t—t+1; wli(f) = w;(t);
i 12: forv=1,...V do
® Transaction Pool 13 w? (t) = w’T1(t) — nV@, and Eq. (6)
14: end for
® Global Model Update 15: w; j(t) = w);(t), Generate trans; ;(t) and for-
ward to blockchain network
16: Wait for notification from channel j
®Consensus Protocol 7 el !
18: Calculate w;(t) using Eq. (7)
AnaIySiS 19: global model state trie updation, block generation and

consensus
20: end while m |8




-
% _»
*

Device i Edge node for device i Blockchain network
| F —
l : | initialization
: inquire available channel |
P = — set of available channels- — — — — —
== I |
select channel ¢, = j | |
|

e I
[———Device registration on chianne j——P

— — — Download global model wj(t-1) — — —
3 el j(t=1) | -
calculate local model update wy(t) Repeat until

L : stopping criteria

|
g f rd t 0t
= submit trans (0 B o S 0 )™ e

i

i |
walt T“m,‘ I
|

global model update w(t),
block generation, I
consensus and analysis |

Desired global | —d
model is available for *

testing and deployment ™ /\V(\W—SJTJ—ﬁ
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Other algorithms -
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weights cluster index fine-tuned

3 (32 bit float) (2 bit uint) centroids centroids
_/\&% ___
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SR -PRB YR

BxFF >

Dataset&Data distnbutions

\ =N /|\ MNIST FMNIST
Cf an /R IID | DIR75 | DIRSD | DIR25 | PAT ID | DIRT5 | DIRSO | DIR25 | PAT
FedAvg 09913 | 0.9907 | 0.9881 | 0.9833 | 09576 || 09142 | 09021 | 09029 | 0.8923 | 07795
0 FEN FedPer 0.9687 | 0.9569 | 0.9512 | 0.9291 | 0.8778 || 0.8450 | 0.8373 | 0.8439 | 0.8230 | 0.73M
(~94 /0) EI\J r% /E’ F ADP-50 0.9900 | 0.9899 | 0.9882 | 0.9848 | 09593 || 09016 | 09022 | 0.9047 | 0.8920 | 0.8006
Hermes-50 || 0.9902 | 09899 | 0.9883 | 0.9852 | 0.9596 || 0.9152 | 0.9030 | 0.9031 | 0.8930 | 0.7803
SplitFed 0.9911 | 0.9909 | 0.9882 | 0.9834 | 0.9545 || 09134 | 09022 | 09050 | 0.8919 | 0.7680
N = N N2 Ko FCCL 0.9820 | 09808 | 0.9821 | 0.9866 | 0.9981 || 0.8831 | 0.9037 | 09122 | 09254 | 0.9949
R m] I EL’:{%BETI‘“ lﬁﬁm " | LotteryFL-75 || 0.9700 | 0.9700 | 0.9750 | 0.9800 | 09775 || 09152 | 09275 | 09125 | 09250 | 09825
~ =N LotteryFL-50 || 09700 | 0.9725 | 0.9700 | 0.9775 | 09875 || 0.8625 | 0.9075 | 0.9075 | 09225 | 09875
LotteryFL-25 || 0.9350 | 0.9400 | 09350 | 0.9525 | 09600 || 0.7625 | 0.7675 | 0.7075 | 0.7850 | 08600
%2 (<6cy ) pFedEff-75 || 09908 | 0.9873 | 0.9888 | 0.9814 | 09729 || 09108 | 0.8887 | 0.896] | 0.8989 | 09293
e 0 pFedEff-50 || 09897 | 0.9843 | 0.9862 | 0.9786 | 09715 || 0.9086 | 0.8774 | 0.8867 | 0.88% | 09585
pFedEfi-25 || 09863 | 0.9723 | 0.9745 | 0.9601 | 09745 || 0.9018 | 0.8427 | 0.8544 | 0.8557 | 09500
FedAvg 108 198 192 197 1932 196 00 00 T98 200
FedPer 196 197 199 200 197 196 196 199 197 200
ADP-50 148 187 17 162 197 174 197 198 200 192
Hermes-50 90 160 193 199 198 178 184 198 177 198
Metrics SplitFed 192 198 198 189 199 196 189 194 190 193
& — FCCL 79 187 167 132 184 151 127 191 189 51
Baselines " | LotteryFL-75 131 178 198 125 98 70 109 93 152 41
LotteryFL-50 197 153 183 168 149 159 182 157 165 81
LotteryFL-25 187 189 181 159 172 199 0 4 8 97
pFedEff-75 197 193 196 194 2 200 187 195 198 4
pFedEff-50 199 199 195 193 4 190 191 199 196 6
pFedEff-25 195 200 200 200 19 184 200 199 199 16
FedAvg TO000 | L0000 | L0000 | L0000 | 10000 || 10000 | 10000 | L0000 | L0000 | L0000
FedPer 0.0895 | 0.0895 | 0.0895 | 0.0895 | 0.0895 || 0.0895 | 0.0895 | 0.0895 | 0.0895 | 0D.0895
ADP-50 1.0000 | 10000 | L000O | LOOOO | 1.0000 || LOODO | 10000 | 1.0000 | 1.0000 | LOOOO
Hermes-50 || 1.0037 | 10037 | 10037 | L0037 | L0037 || 1.0037 | 1.0037 | 1.0037 | 1.0037 | L0037
SplitFed 0.1071 | 0.1071 | 0.1071 | 0.1071 | 01071 || 0.1071 | 0.1071 | 0.1071 | 0.1071 | 0.1071
Comm. FCCL 0.1031 | 0.1031 | 0.1031 | 0.1031 | 0.1031 || 0.1031 | 0.1031 | 0.1031 | 0.1031 | 0.1031
Vol. | LotteryFL-75 || 0.7350 | 0.7351 | 07351 | 0.7351 | 0.7350 || 0.7350 | 0.7351 | 0.7351 | 07351 | 07350
LotteryFL-50 || 04876 | 0.4877 | 0.4877 | 0.4877 | 04876 || 04876 | 0.4877 | 04877 | 04877 | 04876
LotteryFL-25 || 02377 | 0.2378 | 0.2378 | 0.2378 | 02377 || 03362 | 02430 | 02575 | 02523 | 02377
pFedEff-75 || 05277 | 0.5625 | 0.5625 | 0.5625 | 0.5149 || 05548 | 05625 | 05625 | 0.5625 | 05623
pFedEff-50 || 0.2398 | 0.2500 | 0.2500 | 0.2500 | 02407 || 0.2500 | 02500 | 0.2500 | 0.2500 | 0.2500
pFedEff-25 || 0.059%6 | 0.0625 | 0.0625 | 0.0625 | 0.0625 || 0.0625 | 0.0625 | 0.0625 | 0.0625 | 0.0625

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Federated Cognitive
Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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(a) () (c)

Fig. 5. The metrics when using different K for different distributions on different datasets. (a) Accuracy: (b) Convergence rate: (¢) Communication Volume.
We can observe that KT can decrease the communication volume but introduce minor accuracy loss.
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Fig. 6. The metrics when using different Kf for different distributions on different datasets. (a) Accuracy; (b) Convergence rate; (¢) Communication Volume.
We can observe that Kf significantly reduces the communication volume but introduce relatively large accuracy loss.

Hongjian Shi, Jianqing Zhang, Shuming Fan, Ruhui Ma, Haibing Guan, pFedEff: An Efficient and Personalized Fe’deréted‘éo‘g'nifiVev

Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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Learning Framework in Multi-agent Systems, IEEE Transactions on Cognitive and Development Systems, 2023.
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Method Latency(s) | Throu.(/s) | Dev. Util.(%) | Rel.(%)
Standalone 6.1053 1310.34 12.2831 0
Model#8 0.6717 827.15 8.3000 0
Data 0.9468 8449 12 83.9462 100
Pipeline#8 2.9603 2702.43 27.0113 0
AP2#5 1.3739 5822.89 499417 100
Method Latency(s) | Throu.(/s) Dev. Utll.(%) Rel.(%)
Standalone 6.9814 1432.37 0.8450 0
Model#5 11.9720 835.29 6.2150 0
Data 0.9734 10273.53 82.3580 100
Pipeline#5 1.7692 5652.16 39.2073 89
AP?#5 1.7178 5821.57 45.4050 100
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Method

Test Accuracy

Train Accuracy

Training time(ms)

GBDT
FCNN-leakyrelu
FCNN-relu [78]

FCNN-tanh
FCNN-sigmoid
ABDT [79]
RF [80]
SVR [81]

0.7176+0.0001
0.6583+£0.0003
0.671940.0002
0.6860+0.0000
0.7039£0.0000
0.711440.0000
0.7096+£0.0011
0.716640.0000

0.8058+0.0000
0.7670+0.0000
0.7664+0.0000
0.7674+0.0000
0.7624£0.0000
0.8001+0.0000
0.7738+0.0004
0.7399+0.0000

107.48+0.64
6620.461108.63
6699.711+114.25
6674.88+95.96
6574.73+£106.43
70.2041.06
9.5610.57
7.971+0.52

n_estimators

Train Accuracy

Test Accuracy

Training Time(ms)

SE+5

100
120
140
160
180
200
220
240
260
280

0.7410£0.0000
0.7634+0.0000
0.7783+0.0000
0.7882-+0.0000
0.7978+0.0000
0.8058+0.0000
0.8120+0.0000
0.8219+£0.0025
0.8273+0.0020
0.8309-£0.0000

0.717240.0000
0.7251+0.0000
0.7266-0.0000
0.7238=0.0000
0.7209+0.0000
0.7176+0.0001
0.713240.0001
0.7064+0.0029
0.7020+0.0025
0.6992+0.0036

48.39-+0.72
58.1740.57
67.4610.79
76.44+0.68
86.48+1.20
05.2710.77
106.06+£4.01
115.3143.25
125.07+4.59
132.34+1.07

b
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Table 2: The test accuracy (%) in the pathological heterogeneous setting and practical heterogeneous setting.

Settings | Pathological heterogeneous setting Practical heterogeneous setting

Methods MNIST Cifar10 Cifar100 Cifarl0 Cifar100 TINY TINY* AG News
FedAvg 07.93+0.05 55.09+0.83 25.9840.13 | 59.164+0.47 31.894+0.47 19.46+0.20 19.45+0.13 79.57+0.17
FedProx 98.01+0.09 55.06+0.75 25.9440.16 | 59.214+040 31.994+0.41 19.3740.22 19.2740.23 79.35+0.23
FedAvg-C 99.79+0.00 92.13+0.03 66.17+0.03 | 90.34+0.01 51.804+0.02 30.67+0.08 36.94+0.10 95.89+0.25
FedProx-C | 99.80+0.04 92.124+0.03 66.07+0.08 | 90.334+0.01 51.844+0.07 30.77+0.13 38.784+0.52 96.10+0.22
Per-FedAvg | 99.63+0.02 89.63+0.23 56.80+0.26 | 87.74+0.19 44.28+0.33 25.074+0.07 21.814+0.54 93.2740.25
FedRep 99.77+0.03 91.93+0.14 67.56+0.31 | 90.40+0.24 52.394+0.35 37.2740.20 39.95+0.61 96.28+0.14
pFedMe 99.75+0.02 90.11+0.10 58.20+0.14 | 88.094+0.32 47.344+0.46 26.934+0.19 33.444+0.33 91.41+0.22
Ditto 99.81+0.00 92.394+0.06 67.234+0.07 | 90.594+0.01 52.874+0.64 32.15+0.04 35.92+043 95.454+0.17
FedAMP 99.76+0.02 90.79+0.16 64.34+0.37 | 88.70+0.18 47.694+0.49 27.9940.11 29.11+0.15 94.18+0.09
FedPHP 99.73+0.00 90.01+0.00 63.09+0.04 | 88.924+0.02 50.524+0.16 35.69+3.26 29.90+0.51 94.38+0.12
FedFomo 99.83+0.00 91.85+0.02 62.49+0.22 | 88.06+0.02 45.394+0.45 26.33+0.22 26.84+0.11 95.84+0.15
APPLE 99.754+0.01 90.974+0.05 65.80+0.08 | 89.37+0.11 53.224+0.20 35.04+0.47 39.93+0.52 95.63+0.21
PartialFed 09.86+0.01 89.60+0.13 61.394+0.12 | 87.384+0.08 48.814+0.20 35.26+0.18 37.50+0.16 85.20+0.16
FedALA 99.88+0.01 92.44+0.02 67.83+0.06 | 90.67+0.03 55.92+0.03 40.54+0.02 41.94+0.05 96.52+0.08

Jianging Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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l Heterogeneity | Scalability [ Applicability of ALA
Datasets | Tiny-ImageNet AG News | Cifar100 |  Tiny-ImageNet | Cifar100
Methods | Dir(0.01) Dir(0.5) Dir(1) | 50clients 100 clients | Acc. Imps. | Acc. Imps.
FedAvg 15.70+0.46 21.144+047 87.124+0.19 | 31904027 31.9540.37 | 40.54+0.17 21.08 | 55.9240.15 24.03
FedProx 15.66+0.36 21.224047 87.214+0.13 | 31944030 31.974+0.24 | 40.53+0.26 21.16 | 56.184+0.65 24.19
FedAvg-C 49.88+0.11 16214005 91.384+0.21 | 49.824+0.11 47.90+0.12 — — — —
FedProx-C | 49.844+0.02 16.364+0.19 92.03+0.19 | 49.79+0.14 48.02+0.02 — — — —
Per-FedAvg | 39.39+0.30 16.364+0.13 87.08+0.26 | 44314020 36.074+0.24 | 30.90+0.28 5.83 | 48.684+036 440
FedRep 55.4340.15 16.74+0.09 92254020 | 4741+0.18 44614020 | 37.89+0.31 062 | 53.024+0.11 0.63
pFedMe 41.45+0.14 17484061 87.08+0.18 | 48.36+0.64 46.45+0.18 | 27.30+0.24 0.37 | 47914021 0.57
Ditto 50.62+0.02 18984005 91.89+0.17 | 54.224+0.04 52894022 | 40.75+0.06 8.60 | 56.331+0.07 346
FedAMP 48.4240.06 12484021 83.3540.05 | 44.39+0.35 404340.17 | 28.18+0.20 0.19 | 48.034+023 0.34
FedPHP 48.63+0.02 21.0940.07 90.524+0.19 | 52.4440.16 49.70+031 | 40.164:0.24 4.47 | 54284+0.21 3.76
FedFomo 46.36+0.54 11594011 91.20+0.18 | 42.56+0.33 38.91+0.08 — — — —
APPLE 48.04+0.10 24284021 84.10+0.18 | 55.06+0.20 52.814+0.29 — — — —
PartialFed | 49.38+0.02 24.204+0.10 91.01+0.28 | 48.95+0.07 39314001 | 35404002 0.14 | 48994005 0.18
FedALA | 55.754+0.02 27.854£0.06 92.45+0.10 | 55.61+:0.02 54.68+0.57 — — | —

am \\J—LQJTU |

Jianqing Zhang, Yang Hua, Hao Wang, Tao Song, Zhengui Xue, Ruhui Ma, Haibing Guan, FedALA: Adaptive Local Aggregation for
Personalized Federated Learning, Proceedings of the 37th AAAI Conference on Artificial Intelligence, 2022.
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_ZEEIIJ Hj—lEﬂ EI: '_-’T 1Z|KEI/J]’-|_ )& Total ime  Time/iter. Param./iter.

2 S|4 FedAvg 365 min  1.59 min 24 %
FedProx 325 min  1.99 min 2 %35

A1 14 RAYy

o=@ mi*ﬂFedAVQ’Fﬁ'——Ll Hixa5| FedAve-C 607 min  24.28 min 243

PN J\/)"|‘E|’§J1§¢EU FedProx-C 711 min  28.44 min 245
Per-FedAvg 12l min  3.56 min 2% 3
FedRep 471 min ~ 4.09 min 2xapx X
pFedMe 1157 min ~ 10.24 min 2 %3
Ditto 318 min  11.78 min Xk 2
Fed AMP 92min  1.53 min 2 %35
FedPHP 264 min  4.06 min 2 %3
FedFomo 193min  2.72min | (14+M)xX
APPLE 132min 293 min | (14+M)=*X
PartialFed 693 min  2.13 min 2%
Fed ALA 7+116 min 1.93 min 2% ¥
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